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Some Recent Background 

• NATO M&S Task Group 088  
that codified the Data Farming 
process has been completed 

• NATO M&S Task Group 124 
(tasked with the application of 
Data Farming) is in progress 
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• Distillation Model Development 
• High Performance Computing 
• Data Visualization and Analysis 
• Rapid Prototyping of Scenarios 
• Design of Experiments 
• Collaborative Processes 

Data Farming allows for the understanding 
of huge landscapes of possibilities and 
discovering outliers via the following 
realms or domains: 

Data Farming Summary 



NATO UNCLASSIFIED HORNE – Blue Canopy Group 

High 
Performance 
Computing 

Visualization 
and Analysis 

Distillation 
Model 

Development 

Collaborative 
Processes 

Rapid 
Prototyping 
of Scenarios 

Design 
of 

Experiments 

Data Farming Domains 

? 



NATO UNCLASSIFIED HORNE – Blue Canopy Group 

The Data Farming Loop of Loops  
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PAST DATA FARMING WORKSHOPS 
PAIW, August 1999, Maui 
PAIW 2, January 2000, Maui 
PAIW 3, February 2001, Auckland 
PAIW 4, August 2001, Australia 
PAIW 5, July 2002, Germany 
PAIW 6, March 2003, Monterey 
PAIW 7, September 2003, Quantico 
PAIW 8, April 2004, Singapore 
PAIW 9, November 2004, Wellington 
PAIW 10, May 2005, Stockholm 
PAIW 11, February 2006, Honolulu 
PAIW 12, June 2006, Germany 
 
 

IDFW 13, November 2006, Netherlands 
IDFW 14, March 2007, Monterey 
IDFW 15, November 2007, Singapore 
IDFW 16, March 2008, Monterey 
IDFW 17, September 2008, Germany 
IDFW 18, March 2009, Monterey 
IDFW 19, November 2009, Auckland 
IDFW 20, March 2010, Monterey 
IDFW 21, September 2010, Portugal 
IDFW 22, March 2011, Monterey 
IDFW 23, September 2011, Finland 
IDFW 24, March 2012, Monterey 
IDFW 25, September 2012, Istanbul 
 
 IWW 26, June 2013, Washington 

IWW 27, January 2014, Finland 
 
 
 
 

IWW 28, October 2014, Washington 
IWW 29, March 2015, Finland 
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Case Studies and Applications 
 
MSG-088 
• Humanitarian Assistance/ Disaster Relief 
• Force Protection 
 
MSG-124 
• Cyber Defense 
• Operation Planning 
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MSG-124 Cyber Syndicate Goals 
• The overall objective of the task group is to apply data 

farming capabilities to contribute to the development 
of improved decision support to NATO forces.  

• The overall goal of this syndicate is to provide 
quantitative insight into cyber security technologies 
and measures, for the purpose of providing more 
secure networks to NATO and partner nations. 

• The team has developed a prototype simulation using 
an agent-based model and has begun to apply the data 
farming process to contribute to the development of 
improved decision support. 
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MSG-124 is applying data farming to Cyber Defense to contribute to improved 
decision support.  Here are some questions that Data Farming may help solve:  

• Canada: Is active defence more effective than passive defence? 

• Australia: How do we assess the impact of different vulnerabilities? 

• Turkey:. What is the impact of network vulnerability to the operational 
effectiveness of NATO forces? 

• Sweden: How can cyber attacks be used to deceive the enemy? How can we 
manipulate the red side’s view of the blue side’s intention? 

• US: How can we develop useful models of cyber space? Including models of the 
users, adversaries and defenders. 

• Finland: How do legacy technologies impact the vulnerability of my network? 
How does the ability to defend the network change as it grows older? 

• Italy: Can we identify synergies with research currently being conducted? 

• Germany: How can we develop useful models of cyber space? How can we 
support other cyber groups with data farming? 
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Recent MSG-124 Cyber Syndicate Work 

• Continued the model development process 

• Set the base case model 

• Using the base case, performed operations 
analysis through many iterations of the data 
farming process to begin to get insight into 
cyber security what-if? questions 
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Base Case Scenario 
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1) Effectiveness of ‘Search and Attack’ 
2) Effectiveness of `Cordon Search’ 
3) Effectiveness of `Civil Security’ 
4) Effectiveness of `Support Economic and 
 Infrastructure’ 
  

One question area explored : 
What is the importance of the speed of patching? 
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• DOE with 26 design points 

• 312 total runs (12 replications for each design 
point) 

• Parameters varied 

– Mean time to update (5 to 35 days) 

– Susceptibility to phishing (1% to 6%) 

– Maximum competency of attacker (60% to 90%) 

– Sensor probability of detection (30% to 80%) 

Data Farming Details 
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Important Parameters 
Effectiveness of ‘Search and Attack’ 
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Important Parameters 
Effectiveness of `Cordon Search’ 
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Important Parameters 
Effectiveness of `Civil Security’ 



NATO UNCLASSIFIED HORNE – Blue Canopy Group 

Important Parameters 
Effectiveness of `Support Economic and Infrastructure’ 
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DATA FARMING WORKSHOPS 
PAIW, August 1999, Maui 
PAIW 2, January 2000, Maui 
PAIW 3, February 2001, Auckland 
PAIW 4, August 2001, Australia 
PAIW 5, July 2002, Germany 
PAIW 6, March 2003, Monterey 
PAIW 7, September 2003, Quantico 
PAIW 8, April 2004, Singapore 
PAIW 9, November 2004, Wellington 
PAIW 10, May 2005, Stockholm 
PAIW 11, February 2006, Honolulu 
PAIW 12, June 2006, Germany 
 
 

IDFW 13, November 2006, Netherlands 
IDFW 14, March 2007, Monterey 
IDFW 15, November 2007, Singapore 
IDFW 16, March 2008, Monterey 
IDFW 17, September 2008, Germany 
IDFW 18, March 2009, Monterey 
IDFW 19, November 2009, Auckland 
IDFW 20, March 2010, Monterey 
IDFW 21, September 2010, Portugal 
IDFW 22, March 2011, Monterey 
IDFW 23, September 2011, Finland 
IDFW 24, March 2012, Monterey 
IDFW 25, September 2012, Istanbul 
 
 

IWW 26, June 2013, Washington 
IWW 27, January 2014, Finland 
IWW 28, October 2014, Washington 
IWW 29, March 2015, Finland 
 
 
 
 
 

YOU ARE INVITED! 
IWW 30, February 2016, Italy 

IWW 31, October 2016, Finland 
 
 
 


